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Introduction

The GCX system has full remote control capabilities using a standard VNC application (virtual network com-
puting) on a phone, tablet or computer.

VNC applications allow full control of the system as if you were at the screen without the need for a subscrip-
tion or a paid connection to the cloud.

Agrowtek currently recommends the following free VNC viewer apps:

Windows Remote Ripple or RealVNC Viewer
Mac Apple Screen Sharing app

iOS /iPhone RealVNC Viewer

Android / Chromebook bVNC

Linux UltraVNG, TightVNC

The system can be accessed remotely (off-site) for free with the VNC app using the following methods:

Connection Method Advantage
Free Tailscale Connection Free, secure, easy setup.
VPN (virtual private network) Secure, but requires IT knowledge to configure.
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Local Network Access

Before accessing the system remotely, ensure that the system can be accessed locally. You can test the VNC
connection by using a device (computer,phone, tablet) that is connected to the same WIFI or Ethernet net-
work as the Agrowtek device.

1.Install a VNC Viewer Application. (Real VNC, Remote Ripple, etc.)

2. Locate the Ethernet or Wi-Fi I.P. address of the controller on the Network tab:

Q Network B Email @‘ Data Logs r.- gi;;r:;em
Network

Internet Connection

Connected to Internet

i ) Enable Notifications
<  public IP Address: 2

Ethernet IP Address

_':}", Connected: 192.168.1.181 J Restart || Info I

VNC Password & Security

Agrowtek controllers operate on a Linux OS without any windowing system. VNC connections are password
protected and encrypted, with access only to the framebuffer. Internally managed security certificates and
phrases will invalidate and require resetting if excessive unathorized access is attempted. Additionally, the
system may be secured with user access control to prevent physical or remote access to the screen.

With secure passwords there are no known security vulnerabilities on GCX systems using VNC.

A IMPORTANT
Change the VNC password and setup user accounts on the system to ensure system security.

To change the password, navigate to the network tab and set the desired password:

VNC Remote Access
VIEW CURRENT SESSIONS RESET SERVER KEYS RESET CURSOR

Change the remote access password:

Password: 00000000000

Password: 00000000000

minimum length: 6 characters
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Tailscale Remote Connection s+ tailscale

Tailscale is a free service that establishes a secure connection to your system without any port forwarding in
your router. The secure connection allows the user to access the control system with the free VNC client app
remotely on a phone or desktop computer over the internet.

Tailscale simplifies remote access setup for users and works with Starlink and other satellite internet services.

Checkout the setup video here for more information: https://www.youtube.com/watch?v=2RY1aah2ytk
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Q Network Email @‘ Data Logs E Eﬁ:;em }s Users 'x ggitt;rgs

Network

Internet Connection Cloud Connection

Connected to Internet  — .
" i ¥ Enable Notifications {) Status: No Connection
< Public IP Address: 207.110.225.147 —a—

Ethernet IP Address Secure Remote Connection

‘, Connected: 192.168.1.181 l Restart || Info | ::_:_f Connected: 100.116.82.21 | Configure Secure Connection |

VNC Remote Access
o) Enable Ethernet (®) DHCP (Automatic) O Static (Manual)

| View Current Sessions I Reset Server Keys || Reset Cursor I
WiFi (opticnal) W T T AR o L

Installing the Service

1. Navigate to the Network tab and press the “Configure Secure Connection” button.

2. In the Tailscale dialog, press the “Install Tailscale” button and wait for the installation to complete.
This process may take up to a minute to complete.

L) Secure Connection :: Tailscale

The Tailscale secure connection service allows you to connect using the VNC app without 'port forwarding.'

Tailscale connection requires a free Tailscale account. Visit tailscale.com to sign up.

( Install Tailscale '} Start Tailscale | Show IP Address

emd/system/tailscaled.service.

Installation complete! Log in to start using Tailscale by running:

tailscale up

I Remove Tailscale Email to Agrowtek Il Close I
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Registering the System

1. Once Tailscale is installed, you can Start Tailscale; press the “Start Tailscale” button. Wait for the system to
generate a registration link. This may take up to 30 seconds, please wait for the link to appeat.

§J Secure Connection :: Tailscale

The Tailscale secure connection service allows you to connect using the VNC app without 'port forwarding.'

Tailscale connection requires a free Tailscale account. Visit tailscale.com to sign up.

Install Tailscale | (') Start Tailscale | Show IP Address

To authenticate,

hti ogin.tailscale.com/a/103aa51d01217d

| I Remove Tailscale I | Email to Agrowtek Il Close l

2. Open the link in a browser on your computer or phone to complete the registration with Tailscale.

If you do not have a Tailscale account, create one now.

i Tyl % | o x % Tolscale » [ o X
@ = taitscale.cam 1o £ # M L @ 9 H = & (&) @ = taibscale.com i ezt s M L @ 9 H =
+;+ tailscale +:+ tailscale agrowlakggmat com @
L ng In to connect a device to your tailnet. Cnnnm l!!!\l'k:{!
You are about to connect the device gfwﬂnﬂtfm 1o the
‘ [Etor your emai ! agrowtek@gmail.com tailnet.

7 » Device details
G Sign in with Google

B¥ sign in with Microsaft Mot finging what

Try signing in win

€ Sign inwith GitHub
& Sign in with Appla

& Signin with a passkey

3.The devices will now be shown in your Tailscale dashboard with their remote IP address.

MACHINE ADDRESSES @ VERSION

® batchmatic 100.78.99.87 v 1.86.4 ses
agrowtek@gmail.com Linux 4.19.66-v7+

@ growcontrol 100.90.236.46 v 1.96.4 ees
agrowtek@gmail.com Linux 4.19.66-v7+
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Adding Other Devices

To access the Agrowtek system using the Tailscale secure connection, the Tailscale app or software must be
also installed on the device (phone, pc, etc.) which will be used to connect to tha Agrowtek system. This al-
lows a secure end-to-end connection between the devices that can only be accessed by authorized users.
1. Visit Tailscale.com or open the app store on your device and install the Tailscale app.

2. Authenticate the device and connect it to your Tailscale account.

3. Open the Tailscale app to see all of your devices and their connection addresses.
The connection address is used to connect the VNC app to the system.

' ‘ ' ‘ O agrowtek@gmail.com P
Cancel @ login.tailscale.com A () Cancel 8 login.tailscale.com A ) Connected
«:+ tailscale +:+ tailscale agrowtek@gmail.com Q
Agrowtek Inc.

Log in to connect a device to your tailnet. c t devi

onnect device = iphone-13-mini |
100.119.226.75
You are about to connect the device

localhost to the agrowtek@gmail.com

tailnet.
Signin
* growcontrol
OR Connect 100.90.236.46
~

(G sign in with Google » windows-pc
= Device details 00,76 9E T

» batchmatic

B® sign in with Microsoft

Mot finding what you are looking for?
) sign in with GitHub Try signing in with a different account.

# Sign in with Apple

¢ Sign in with a passkey

Sharing Tailscale Connections

You may grant another Tailscale user access to your system by shring the connection with them by email or a
link. Select the device in your tailscale dashboard and click “Share.”

P R - B ey
ADDRESSES © VERSION ¢

100.78.99.87 ~ 1.96.4 _— Share machine

Linux 419.66-v7+ 3
Share access to growcontrol with external users, as allowed by ACLs. If

you need multiple users in the same tailnet to access it, or if you want to
share more than one machine with a user, invite users to your tailnet
instead. Learn more

100.90.236.46 v 1.96.4 Share... | *=**
Linux 4.19.66-v7+

3 share viaemail & Copy share link

I
agrowtek@gmail.com %
You can use commas to separate multiple emall recipients.

No external users have access
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Windows Remote Ripple

Remote Ripple is a feww VNC viewer app that is simple to use and features tabs for easy navigation between
multiple VNC connections.

1. Download and install the Remote Ripple program from remoteripple.com

2. Open Remote Ripple and enter the controller’s IP address in the address bar, then press enter.

('\-.‘ O Home - a x
192.168.1.181 - =
New Saccinn RECENT SESSIONS
3. An authentication dialog will pop up; enter the system VNC password and press ‘OK!

Authentication

Connected host: 192.168.1.181

[] Save passwaord

0K
4. A new tab will be populated with the system’s screen.
@) (% Home [ 192.168.1.181 % B

L. ¥ 06/17/2026  16:15:56

Notifications | clear | Room 2 &

Un-named Crop

— 503 4§

— 1,02 @

There are no notifications.
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Mac Screen Share App W

Modern Apple computers ship with built in “Screen Sharing” application that can be used to access VNC.

1. Launch “Screen Sharing” Application.

Screen

PDF

ﬂ Screen Sharing

_ a Screenshot

™

2. Press + to add a new connection.

200

[ All Connections
@ Network

New

3. Enter the IP address of the controller and press ‘Connect!
4. Enter your VNC password and press ‘Sign In!

Screen Sharing

Screen Sharing requires a password to sign in to
n "192.168.1.99",
Connect To: | Hostne ¢ t

Password:

Remember password
Cancel

Cancel

Note: Use the local Ethernet or WiFi ip address on the system’s Network tab.
Configure Tailscale to access the system with a Tailscale IP address remotely.

8| i 06/16/2026 09:38:30

System | | Backght | | Logost

Flower Room 01 Flower Room 02 Flower Room 03

cad ID: 108

2b3cdd ID: 108
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N
iOS / iPhone App Ve

Agrowtek recommends the free RealVNC Viewer app on iOS available in the App Store.

1. Open the app and press the + button to add a new address to the address book.

= Address Book + «-—

2. Enter the controller’s IP address in the Address field and provide a reference name if desired.
3. Confirm the server identity (press continue). This occurs only on the first connection to the controller.

4. Press‘Connect’and enter the system’s VNC password.

£ Address Book GCX Edit Cancel Identity Check Continue Cancel Authentication Continue

@ vNC server identity check failed

Password | LR

Are you sure you want to connect?

VMNC Server's identity has changed since you Forgot your password?
last connected to it.

It may not be safe to connect. You won't be

! ! Remember Password
warned about this again if you do.

Passwords are stored locally and never synced
I to other devices.
AN VNC Server 192.168.1.154::5900
. 3 (TCP) -
. ? Passwords
Connect New catchphrase Politic

infant Felix.

2y DonanZa

Address 192.168.1.154 .
New signature

Name

»
]
a
'
)
-
.
o
]
" &

O picture Quality

If you experience picture quality problems (low resolution) change the picture quality from automatic to
medium or high.

@ Mouse Pointer Alignment

If the mouse pointer on your device is not aligned with the mouse pointer on the VNC display, move the
mouse to the upper-left corner of the screen to align the pointers on the devices.
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Android / Chromebook

Agrowtek recommends the free bVNC Viewer app on Android available in the Google Play store.

Allow the app to run in the
background.

3 run in the
life.

You can change this later from Settings -»

Apps.
oeny @

Enter the connection details;
use your controller’s local IP
address or Tailscale IP address.

bWNC Free

Basic VNC

VMNC Connection Settings

100118 5900

WNC Username (optional)

o
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Press the + button to add a
new connection.

No connections yet

Click on the new connection to
openit.

bVNC Free

GOX
100.115.223 65000

Press ENTER MANUALLY to
configure the connection.

Add Connection

Press OK to confirm the certifi-
cate from the controller.

Continue
100.1

You can ensure the information matches
cate to prevent a
man-in-the-middle attack.
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Troubleshooting

Problem

Solution

The mouse pointer is not aligned
on the VNC window.

If the mouse pointer on your device is not aligned with the mouse
pointer on the VNC display, move the mouse to the upper-left corner of
the screen to align the pointers on the devices.

If the pointer is still not aligned, move the mouse to all four edges of
the window to align the pointers.

Low picture quality.

Usually poor image quality problems are attributed to network issues
or low network speed.

If you experience picture quality problems, change the picture quality
from “automatic” to “medium” or “high”.

If you continue to experience quality problems and are using WiFi, hard
wire the network connection with Ethernet cable.

The Local IP address of the con-
troller is changing causing the
port forwarding to stop working.

Set the system’s connection to be ‘static’in the router interface so that
the router does not change the system’s IP address. If necessary, set a
static IP address on the router.

Can not access the system with
the VNC viewer; connection
times out.

Ensure the system is connected to the internet. Check the internet con-
nection status on the Network tab.

Check if the system can be connected to with the local Ethernet IP ad-
dress (see Local Network Access.)

If using port forwarding, ensure the rule is setup correctly and you are
using the Public IP address as the connection address in the app.

If using Tailscale, ensure the system and the device you are connect-
ing on are connected to the Tailscale dashboard, and you are using the
Tailscale provided IP address for the system.
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